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May 31, 2016

Dear Sir or Madame:

Re: Amendments to The Health Information Protection Act

The Health Information Protection Amendment Act, 2015 was proclaimed on

June 1, 2016. The Act includes four amendments resulting from the April 2014 report of the
Health Records Protection Working Group (Working Group), formed in response to the discovery
of a large number of patient records abandoned in a recycling bin behind the Albert Park Medical
Clinic (in Regina) in March 2011.

The task of the Working Group was to examine the mechanisms for enforcement of trustee
responsibilities to protect patient records, as well as to comment on specific changes that could
clarify trustee responsibilities and encourage trustee compliance with The Health Information
Protection Act (HIPA). The Working Group was comprised of representatives from the College of
Physicians and Surgeons of Saskatchewan, the Saskatchewan Registered Nurses Association, the
Saskatchewan College of Pharmacists (now the Saskatchewan College of Pharmacy Professionals),
the Saskatchewan Medical Association, a patient interest representative, the Ministry of Health,
as well as the Ministry of Justice and Attorney General.

The Working Group made 11 recommendations in their final report, which was presented to the
Deputy Minister of Health in April 2014. Four of the recommendations highlighted deficiencies
that could be addressed through legislative amendments to HIPA.

The amendments included in The Health Information Protection Amendment Act, 2015 are:

1 The addition of a strict liability offence under new subsection 64(1.1). Currently, it is
necessary to establish that a trustee “knowingly” violated the Act to be guilty of an
offence. However, in the case of abandoned records, the amendment places the onus on
the trustee or Information Management Service Provider (IMSP) to show that all
reasonable steps were taken to protect the records and prevent abandonment. Where
they cannot demonstrate that reasonable steps were taken, an offence may exist.

2. The addition of an offence under subsection 64(3.1) that clarifies the ability to lay a
charge against an employee of a trustee or IMSP where that employee has knowingly
disclosed personal health information. This clarifies that it is not just the trustee or IMSP
who can be held accountable, but the employee as well.
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The snooping offence in subsection 64(3.2) is for employees of trustees and subsection
64(3.3) is for employees of IMSPs. The snooping offence would apply in instances where
personal health information is intentionally accessed by a party who knows that the
information is not reasonably required to carry out a purpose authorized under HIPA.

The addition of a provision where the Minister is allowed to appoint a person or body to
take control or custody of records where an active trustee has failed to secure the
records. Existing subsection 22(1) of HIPA allows the Minister to appoint a person or
body to take control or custody of patient records where a former trustee has failed to
secure the records. The addition of this provision allows for a quicker response to the
discovery of abandoned patient records by foregoing the necessity to establish if a trustee
exists before action can be taken to secure the abandoned records.

These amendments to HIPA support government’s commitment to patient-centered care. The
amendments strengthen and clarify the requirements of trustees, IMSPs and their employees in
protecting personal health information, and provide the mechanism through which swift action
can be taken to secure personal health information if found abandoned.

The Health Information Privacy Unit at the Ministry of Health has developed a Questions and
Answers document as well as a Fact Sheet outlining the changes to HIPA. These documents can
be shared with staff and healthcare providers at your discretion. Electronic versions of both
documents have been included with this communication.

Please contact Lisa Dietrich, Director, Health Information Privacy at (306) 787-2137 or by email at
lisa.dietrich@health.gov.sk.ca if you have questions or concerns.

Sincerely,

Duane Mombourquette
Executive Director

Enclosures

cc:

Lisa Dietrich, Health Information Privacy, Health



The Health Information Protection
Amendment Act, 2015

Questions and Answers for Stakeholders

May 31, 2016

1. Why was it decided to amend The Health Information Protection Act? Why was it needed?

In 2011, a large number of medical records were found abandoned in a Regina dumpster. In
August 2012, the Ministry of Health established the Health Records Protection Working Group
after it was determined there wasn’t enough evidence to prosecute the physician responsible
under The Health Information Protection Act (HIPA).

The working group looked at HIPA’s offence provisions and advised on the mechanisms for
enforcing trustee responsibilities to protect patient records.

The group also examined and recommended specific changes to help prevent abandonment of
patient records.

2. What amendments to HIPA were recommended by the Working Group?

The working group recommended changes to The Health Information Protection Act to aid in
enforcement of trustees’ responsibilities under the Act, to address possible gaps in legislation, and
to put a system in place to deal with the discovery of abandoned records.

The four amendments to HIPA include:

0 The “strict liability offence” means that when records are found abandoned or unsecured, the
trustee will need to show they took all reasonable steps to prevent the abandonment. This is
called the “reverse onus” clause, so we no longer need to prove the trustee intended to
abandon the records.

0 The “snooping offence” means it will be an offence for an employee to access someone’s
personal health information without a need for that information. This is an inappropriate use
of personal health information.

0 It will be an individual offence to willfully disclose personal information. This will apply not
only to trustees, but to their employees.

0 We'll also put a system in place to quickly respond to a discovery of abandoned or unsecured
records and to take control of those records.
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When will the legislative amendments come into effect?

June 1, 2016

Who participated in the working group?

The group includes members from the College of Physicians and Surgeons, Saskatchewan Medical
Association, College of Pharmacists, Saskatchewan Registered Nurses Association, a patient
representative, and the Ministries of Justice and Health.

What do the amendments mean for me and my organization?

The amendments strengthen and clarify the requirements of trustees, Information Management
Service Providers and their employees in protecting personal health information. They also
provide the mechanism through which swift action can be taken to secure personal health
information, such as patient files, if found abandoned.
Trustees should take the following steps:
0 Ensure that contracts are in place with any external service provider that secure your
obligations as a trustee are in place;
0 Have documented policies regarding internal controls in place to prevent abandoned or
unsecured records.
O Ensure that all staff receives training and/or information regarding access to personal

health information, appropriate use and disclosure of personal health information and the
“snooping” offence.

What does the reverse onus clause mean for me?

The “strict liability offence” means that when records are found abandoned or unsecured, the
trustee will need to show they took all reasonable steps to prevent the abandonment. This is

called the “reverse onus” clause, so we no longer need to prove the trustee intended to abandon
the records.

What is snooping?

The “snooping offence” means it will be an offence for an employee to access someone’s personal
health information without a need for that information. This is an inappropriate use of personal
health information.

Snooping is when an individual who has access / permissions to personal health information, both

electronic and hard copy, views that information without an established “need-to-know”. For
example:

O A health care provider accessing a hospital database and looking up friends and family

would be snooping.
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0 Someone asks you to look up an individual via your access permissions and information is
shared without appropriate consent or need to know.

How do | know that my employee is snooping?

You may receive a complaint from a member of the public believing their personal health
information has been accessed improperly.

You may personally know of or receive information from another staff member who believe one
of their co-workers are looking at personal health information of an individual not in care.

The eHealth Privacy Service (eHPS) provides services to Saskatchewan residents for PIP, PACS,
CHIP, and the eHR Viewer. Individuals can contact the eHealth Privacy Service to ask questions,
discuss concerns, request masking of their personal health information, request a full block be
applied to their eHR Viewer profile, and request a report on who has viewed their personal health
information. Here is the link to eHealth’s website:
http://www.ehealthsask.ca/ehealthexplained/Pages/privacyandsecurity.aspx

It is good practice to perform random audits of your systems to review access logs and compare
those access logs against patient lists.

How do | train my staff?

The Health Information and Privacy Unit at the Ministry of Health is in the process of developing a
training module that will be available soon.

Can the new offences be used for former cases of snooping?

No, this offence will apply to actions after the date of proclamation

The Working Group made seven other recommendations. What is the status of these?
The other seven recommendations government will consider include:

Creating a single repository of abandoned records.

Enacting regulations governing designated archives.

Designating archives required to accept records.

Making private record storage solutions available.

Requiring trustees to pay for archive storage costs.

Clarifying definition of “trustee” for physician practice arrangements.

And proclaiming sections of HIPA requiring trustees to have record retention policies and written
contracts with information management service providers.

The Ministry will be considering these recommendations in the coming months. Some may
require regulations or policy change. Some may require other solutions. More information will be
shared as the work unfolds.
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12. Who do | share this with?
e Everyone within your organization that has contact with personal health information.

13. Where do | go for advice or more information?
e Contact the Health Information and Privacy Office at
Health.InfoPrivacy&AccessHelp@health.gov.sk.ca
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Fact Sheet

The Health Information Protection Amendment, 2015
May 31, 2016

e The Health Information Protection Amendment, 2015 will be proclaimed on June 1, 2016.

e The amendments strengthen and clarify the requirements of trustees, Information Management
Service Providers and their employees in protecting personal health information.

e They also provide the mechanism through which swift action can be taken to secure personal health
information, such as patient files, if found abandoned.

e The amendments to The Health Information Protection Act (HIPA) include:

0 Astrict liability offence specifically aimed at foregoing the need to establish evidence of
specific intent to abandon records. Once the abandonment is established and the trustee is
identified, that trustee will have the onus to prove he or she took all reasonable steps to
prevent the abandonment from occurring;

0 Provisions that clarify that the offence provisions for intentional or willful disclosure of
personal health information apply not only to trustees, but to individuals who are employees
of trustees;

0 A specific offence for inappropriate use of personal health information by employees of a
trustee who accesses information without a need for that information — known as snooping;
and

0 A new provision authorizing the Minister of Health to appoint a person to take over control
and custody of the records where an active trustee abandons records.

Questions?

Contact: Health Information Privacy Unit
Ministry of Health
Email: Health.InfoPrivacy&AccessHelp@health.gov.sk.ca
Phone: 306-787-2137
Fax: 306-787-4534
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